What Marketers Need to Know to Prepare for the
GDPR
An oncoming storm of EU privacy regulations set to take
e ect May 25 have major implications for U.S.-based
companies
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hen Forrester Research released its predictions for 2018 late last year, one in particular
stood out (or should have) to marketers. The research company noted that the European
Union's new General Data Protection Regulation (GDPR), which goes into e ect May 25,
will challenge how companies balance risk and cost. "Full compliance — is a high and expensive bar
to clear. Non- or partial compliance could create extraordinary costs and damage to the brand,"
Forrester wrote. Then, startlingly, it predicted that 80 percent of rms a ected by the GDPR will not
be in compliance with the regulation by the deadline.

For half of those rms, non-compliance will be an intentional choice, based on analyses of the costs
and risks involved and what's best for their businesses, Forrester suggests. The other half, however,
"are trying to comply but will fail."
That's a stark forecast, but it may accurately re ect the scope of challenges involved in achieving
compliance. "GDPR will hit many organizations like a category ve hurricane," says David Brady, CEO
of Vuture Group, a global technology platform for professional services. "There is no riding out the
storm without the right preparation — the repercussions could be substantial and have the potential
to decimate businesses."
The stakes are high, and the GDPR casts a wide net, so any marketers attempting to comply with
the new regulation need to have a plan in place to meet the May 25 deadline. "Any marketers that
o er goods or services to EU consumers or that monitor EU behavior should be aware of the GDPR
and be preparing for it," says Stacy K. Marcus, a partner in the Entertainment & Media Industry
Group at Reed Smith LLP. "This includes any U.S.-based marketers with an online presence that
could interact with EU members via social media, cookies, pro ling, and other forms of OBA (online
behavioral advertising)."
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80 percent of companies won't be ready for the GDPR by the May 25 deadline. Here's
what they need to do to get ready.
Dan Ja e, group EVP of government a airs at the ANA, expects issues related to the
GDPR to be a hot topic of conversation at the 2018 ANA Advertising Law & Public Policy
Conference in March. "Any marketer who is collecting PII (personally identi able information) or
transferring PII from the U.S. to the EU, or vice versa, must understand the new GDPR rules," he
says. "Failure to do so will create a major risk, and the penalties are extremely high." Those penalties
can include draconian nes of up to 4 percent of a company's worldwide annual revenue.
The level of readiness for GDPR compliance appears to vary widely among marketers, with larger
companies further along in their preparations. Accounting and consulting rm PwC has been
monitoring GDPR compliance e orts at U.S., U.K., and Japanese companies that have a European
presence since November 2016. It found that U.S. rms have made the most progress. As of last July,
22 percent of U.S. businesses surveyed by PwC had nished operationalizing their compliance plans,
26 percent were in the process of doing so, and 21 percent had completed their pre-operational
assessments.
In all three countries, signi cant progress was most common among companies with more than
$500 million in annual revenue, with two-thirds saying they're relying on outside consultants. Among
all companies (regardless of size) that had nished their preparations, 88 percent reported spending
more than $1 million on their GDPR e orts, and 40 percent reported spending more than $10
million.
It's a di erent story for a wider swath of the marketing universe, however. "Only 43 percent of sales
and marketing professionals surveyed at Dreamforce (an annual software conference and learning
event) in November were aware of GDPR at all," says Doug McPherson, chief administrative o cer
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and general counsel at OpenX, an advertising technology
provider. "Given that and the complexity of compliance, it's safe
to say that many advertisers and brand marketers are not
prepared as of now to meet the May 25 deadline. There is still
time to achieve compliance, but advertisers and brands will have
to allocate a considerable amount of time and e ort between
now and May to reach compliance."

One additional wrinkle marketers face in achieving compliance
with the GDPR is that the regulation is just one part of the EU's new data protection framework. The
other part is the new ePrivacy Regulation, which is supposed to take e ect simultaneously with the
GDPR. However, that regulation is still in draft form, and it's doubtful approval will come before May
25. "So for an as-yet-unknown period of time, there will be some uncertainty in the law with respect
to online data collection," Marcus says.
Despite that uncertainty, it's still critical that marketers continue their march toward compliance with
the GDPR, or get started immediately if they've yet to do so. "The most important thing for
marketers right now is simply not to ignore this," Marcus stresses. "Yes, we are still waiting for the
nal ePrivacy Regulation, but in the interim, marketers should be seen to be proactive regarding
compliance. They should de nitely not ignore the GDPR."
Her warning carries added weight in light of a widely held belief among many in the marketing
community that EU enforcers are intent on making poster children of some non-compliant
marketers early in the process in order to demonstrate that the enforcement program has teeth.
"We've heard they'd like it to be a big company and U.S.-based," says one source, who asked to
remain anonymous. Marcus, however, says she had not heard of this prior to conversations for this
story.
Forrester, in its 2018 prediction report, wrote that the early days of the GDPR "will be a uid
environment: any successful case against a well-known giant will change the risk/cost balance."
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McPherson acknowledges having heard the rumors but stresses they are just that — rumors. "No
one can predict the enforcement strategy that the supervisory authorities in each of the EU
countries will pursue," he says. "The best path is for companies to take their GDPR obligations
seriously and ensure they are not a target for enforcement."

Working closely with Reed Smith, the ANA has developed a clear 10-point roadmap for marketers
on how to comply with the GDPR.
1. Governance. "The ﬁrst thing marketers should do is identify their existing governance structure,
including key stakeholders responsible for compliance, and appoint a data protection ofﬁcer
(DPO)," Marcus advises. "They should undertake a review of their current data processing
activities and security measures." In many cases, governance and compliance structures will have
to be ﬂeshed out in written, monitored, and updated policies.
2. Accountability. Marketers must be able to demonstrate not only that they have a compliance
framework in place, but also that they have implemented and adhered to that framework.
Monitoring and auditing suppliers in the data processing chain is the simplest way to satisfy those
requirements.
3. Inventory data processing. Brands will need to understand and record all data processing
activities, assess and record all the personal data involved, and create a detailed inventory of
everything associated with that data and its processing, including the who, what, where, when,
why, and how.
4. Data security. Marketers must perform Data Protection Impact Assessments (DPIAs) to comply
with the GDPR. DPIAs are mandatory when processing data that poses a "high risk" to the rights
and freedoms of consumers, Marcus notes. Examples of high risk operations include new
technologies, proﬁling or automated processing, systematic monitoring of public areas (e.g.,
closed-circuit TV/video surveillance), and large-scale processing of special categories of data
deemed sensitive under the GDPR. Marketers will need to consider what security measures they
have in place to protect data and evaluate their procedures for dealing with potential data
breaches. The GDPR introduces "Data Protection by Design" (privacy by design) and "Data
Protection by Default" (privacy by default) requirements. In practice, this means that all marketers
must take data protection into consideration from the outset of any new project, making it an
integral part of the project development process from day one.
5. Dealings with data processors. Marketers will be required to perform due diligence in regard to
the suppliers (i.e., data processors) handling personal data on their behalf. Suppliers must be able
to provide sufﬁcient guarantees that they will be able to implement technical and organizational
measures that comply with the GDPR, including data security. Marketers with signiﬁcant supply
chains and large numbers of processors should adopt a policy of regular compliance audits (at
least annually) of their data processors as a risk-mitigation strategy.
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Brands that don't comply with the GDPR could lose up to 4 percent of their
worldwide annual income.

6. Cross-border data transfers. Transfers of data to countries outside the European Economic Area
(EEA) remain subject to restrictions under the GDPR. Restrictions also apply to "onward transfers"
of data from an importer to another third country or organization. Marketers should identify their
cross-border transfers outside the EEA and the legal mechanisms they have in place to govern
them. Appropriate safeguards to consider include model contractual clauses approved by the
European Commission, Binding Corporate Rules explicitly recognized in the GDPR, approved EU
codes of conduct, and approved EU certiﬁcation mechanisms.
7. Gap analysis. Marketers should analyze their existing data protection compliance efforts against
requirements in the GDPR to assess what needs to be updated or introduced.
8. Remediation. Once marketers have identiﬁed their existing compliance framework, they need to
identify a set of recommendations for achieving GDPR compliance, then build programs that adopt
privacy by design and/or privacy by default where necessary.
9. Implementation. Marketers will need to create a project plan to address their compliance gaps.
This should include implementing a remediation program and making sure all practices, policies,
and procedures align with GDPR requirements. Once the groundwork is laid, brands should
continue working to embed their compliance program across all appropriate functions of the
organization.
10. Compliance pack. Accountability is a key principle of the GDPR, and that calls for demonstrable
compliance. Brands should collate all relevant compliance information and documents in one
organized, written pack to easily maintain and audit their compliance program and to make it
easier to provide required information to supervisory authorities when requested. A data protection
compliance pack should include all policies, procedures, and toolkits; a list of all security
measures; data processing inventory; and a list of key stakeholders and their contact information.

Whatever a marketer's current state of preparedness for compliance with the GDPR, Marcus
reiterates that the clock is ticking and action must be taken right away in order to meet the deadline.
"The ANA is working together with other trade associations to monitor developments in the EU in
order to better assist marketers," she notes. "In addition, the ANA has published several resources
regarding the GDPR and its impact on U.S. marketers, as well as the path to compliance."
To guide marketers further, Marcus advises they should nd counsel with U.S.- and EU-based data
privacy and security expertise. "Most importantly," she adds, "they should be addressing these
issues right now."

